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EmriTredo AiKTUOU - IP
Fragmentation (OpUNMATIONOG)



IP Fragmentation

Physical network layer usually imposes an upper limit
on the size of the frame to be transmitted, usually
expressed as the Maximum Transfer Unit (MTU) (link
layer headers and trailers are not counted - I.e.
Ethernet MTU=1500 bytes)

IP performs fragmentation, if necessary, comparing
its datagram length with the MTU allowed on network

Fragmentation may take place either at the original
sending host or at an intermediate router

After fragmentation each fragment is a separate IP
datagram (routed independently)



IP Fragmentation (cont.)

The fragmented datagram is not reassembled (in
Internet) until it reaches its final destination

IP layer performs reassembly at final destination

Reassembling must be transparent to Transport
layers

If a fragment is lost then the whole datagram is
retransmitted (not only the lost fragment). IP has not
time-out or retransmit capabilities (TCP performs
time-out and retransmission)

The second word in the IP header controls
fragmentation and reassembly of the datagram



« Opuppatiopog kal cuvapuoAoynon oto IP

« Ti1oupPaivel eav 1o pEyeBOC Tou TTOKETOU IP

unepBouval TV MTU;
TO TTaKETO IP GpuppanCsTal O€ MIKPOTEPOQ KOUUATIO

— AT1To £va TTAKETO TTPOKUTITOUV OPKETA KOUMATIA
— Ta src, dest, id Tpoodiopiouv TO TTAKETO
— offset, length, more bit rpocdiopicouv TN oeIpa Twv
KOMMOTIWV
o T1oupBaivel eav n dladpoun TTepIAauBavel dikTua PE
OlAPOPETIKEC MTU;
— O BPUPMATIONOC UTTOPEI VA YiVEI OTOV EITE ATTOOTOAEQ EiTE
OTOUG EVOIAUEOOUC OPONOAOYNTEC
— €VA TTOKETO UTTOPEI va BpuupaTIoOEl TTOAAEC POPEC

— n “ouvapuoAdynon” Tou apxXIKoU TTAKETOU YiveTal JOVO OTOV
TEAIKO TTpOOpPICUO!!



OPUUMATIONOC Kal cuvappoAoynon oto IP

OpuppaTiopog:
in: éva pyeydho TTakETo
out: 3 Bpavouara




IP Header Format

0
Ver IHL ToS Total Length
|dentification Flags iTPArPent
TTL Protocol Header CI;Je”cstum
Source Address
Destination Address
Options Padding

Data




« |IP Header Description Cont...

« Total Length (16 bits): Total length of IP
datagram in octets (including header)

* |dentification (16 bits): Unique identifier for
the datagram

* Flags (3 bits): Options that indicate If
fragmentation is permitted and/or used

* Fragment Offset (13 bits): Indicates where In

the datagram the offset belongs (measured Iin
8-octet units)



IP Fragmentation (cont.)

|dentification field (16 bits): Unigue identifier for the datagram. It is
copied into each fragment and is used to associate fragments of a
datagram

Flags
— MF: O=Last fragment, 1=More Fragment
— DF: O=Data may be fragmented, 1=Do not fragment Data

Fragment Offset (13 bits): Indicates where in the datagram the offset
belongs (measured in 8-octet units)

Fragmentation requires that the data portion of the generated
fragments (l.e. everything excluding IP header) be a multiple of 8-
bytes for all fragments other than the final one

IP UDP Application
Header Header Data
IP IP
Header Data Header Data




« |P Fragmentation Example

« Assume that we want to transfer an IP datagram of 1084 bytes
(including the transport layer and IP layer headers) through two
networks with MTUs 380 and 220 bytes respectively

IP Header Dat
(Total) Length=1084 e
IP Header IP Header IP Header
Length=380 Deiz Length=380 | Pat@ Length=364 | Pa@
Fragment A: Fragment B: Fragment C:
Offset=0 Offset=45 Offset=90
ID=1000, MF=1 ID=1000, MF=1 ID=1000, MF=0
Data=360 bytes Data=360 bytes Data=344 bytes
[0...359] [360...719] [720...1064]
Fragmentation of Fragment B:
IP Header Data IP Header Data IP Header Data
Length=380 360 3 Length=220 200 N Length=180 160
Offset=45 Offset=45 Offset=70

UVIToLT L= J

MF=1 MF=1 MF=1



* [lapadeiypa 6puppaticuou

* [lak€To pRKoug ouvoAikou 2400 byte trpEtrel va BpuppaTioBeEi yia

va O1€EABeI aTrd dikTuo pe MTU Twv 1000 byte

Header length: 20
Total length: 2400
|dentification: ~ Oxa428
DFflag: O

MF flag: O

Fragment offset: 0

Header length: 20
Total length: < 448

|dentification: '.,.‘~"’Oxa428
DFflag: 0
" MFflag: 0

Fragment offset: 244

Header length: 20

Header length: 20

Total length: 996 Total length: 996
Identification:  Oxa428 Identification: ,0:xa428
DFflag: 0 DF:.ﬂ'ég: 0
MF flag: 1 I\{lﬁflag: 1

Fragment offset; 122

428 byte
ocdopévwy

Mokérto IP

MTU: 4000 >Lz

DDDDDDDD

ApopoAoyntng

fragment offset. 0

offset =

976 byte
976/8 dcdopEVwyY
Opavopa 3 Opavoua 2 Opavoua 1l
>
MTU: 1000



[1p0C0I0PICUOC UNKOUC

- -
OpauouaTog
* OQupnoBeite Ot yia 1O offset diaTiBevral 13 bit kai n
0£on Tou BpaUCUATOC PETPIETAI OE OKTAOEC byte
« ETmreidn oto mmapadeiypa n emke@alida ival 20 byte,
arrouevouv 980 byte yia dedoueva

e O peyaAuTepog dIaIpETINOC UE 8 apIiBuOC TToU gival
UIKpOTEPOC Tou 980 cival 0 976. Apa

— T0 offset Tou TTpwTOU BpaucpaTocg gival 0 Kal TO JRKOG TOU
TTakETOU 976+20=996

— T0 offset Tou deuTEPpOU BpaucuaTog cival 976/8=122 kai To
MNAKOG TOU TTAKETOU 996, TEAOG

— 10 offset Tou TpiTou Bpavopatog eival 122+122=244 kai T0
MIKOG TOU TTOKETOU gival 428+20=448

» 2400-20-976-976=428 Tt dcdoPEVA TTOU ATTOMEVOUV ATTO TO
APXIKO TTaKETO pAKkoug 2400



